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1. Critical Infrastructure
The conceptualization of the term critical infrastructure came to being adopted as a result of continued growth in intensity and frequency of terrorism. The increase in such occurrence threatened the stability of the overall government and society through paralyzing of facilities, services and different installation within the society that are need for its functioning (Moteff & Parfomak, 2004). Based on this concept, Critical infrastructure refers to the crucial assets, networks and processes that are integral to the factors that affect a country’s, such factors include; economy, health provision and security. According to the Department of Homeland Security, critical infrastructure most importantly forms the backbone of the entire US economy, this is so due to the fact that majority of the identified critical infrastructure by this department are interdependent to each other ( Homeland Security, 2018) hence their disruption and, or discontinued functioning in the society provides a way for catastrophic events that lead to loss of lives, personal and state-owned property.
2. Homeland Infrastructure Threat and Analysis Center (HITRAC)
The HTRAC center is a specialized point of access that brings together both the private and government stakeholders in the engagement of activities that work together in developing solutions to security threats that engulf different critical infrastructures in the country (Moteff & Parfomak, 2004). The center also acts as a source of information required to implement the identified solutions, the activities carried out in this center include;
· The identification of risks and threats that face different key functions of the country. The center through its resources, the center performs actions that are geared towards providing useful information in assessing risks and threats to cybersecurity, health, and infrastructure that use Global Positioning Systems. 
· Incorporation of risk management strategies from different stakeholders within the society in order to come up with effective risk and threat management procures to safeguard the country’s critical infrastructure.
· The center also ensures that the developed strategies are coordinated effectively in cases where the conceptualized risk and threat mitigation procedure cuts across different platforms of critical infrastructure.
3. Preparation for an Unpredicted Incidents
The occurrence of incidences that are above the usual coping ability of a particular society has impacts that spread from trauma, death and other psychological implications on the members of the society affected. This brings out the importance of being prepared to deal with unpredicted incidences. Firstly, in the case of a selected community, preparation should be in form of public education and resource distribution of the tools that are important to ensure that response to an identified incident is carried out effectively (I.N.T.O, 2000). Through training and education, a person or a community will be equipped with the necessary facts and concerns that are associated with a particular incident. In addition to this, given the fact that majority of the incidences are security vulnerability exploits, the local government should be equipped with adequate technology to deal with fast escalating situations.
For instance, in an active shooter scenario, a given organization is required to devise an action plan which is supposed to be implemented in case of an active shooter incidence, this provides adequate information to the organization’s members and ensures that they are prepared in case if such an incident. 
4. Benefits of The National Incident Management System (NIMS) Structure
The NIMS provides a set of comprehensive procedures, organizational principles, and terminology that governs the approaches taken towards incident management in different sectors in the society. Its entire structure entails the use of concepts that are scalable and applicable to any incident management plans. The main benefits of employing such as a structure in a system include the standardization of procedure that is to be followed while dealing with situations that affect the different critical infrastructure in a given sector.
In addition to this, through the definition of terminologies and concepts of interoperability between stakeholders while working together. This allows the system to be employed in situations that need coordination from different functionals disciplines and institutions. Incorporating a structure similar to the NIMS will ensure that the system is applicable across all jurisdictions (Homeland Security, 2018). This is key to realizing the ultimate goal of protecting the critical services of the country. High levels of flexibility are also achieved through the development of a system that has the capability of being deployed in almost every single incident management procedure. This is crucial to achieving high-efficiency levels across different sectors.
5. Vulnerability Assessment and Risk Management
Vulnerability assessment is an inclusive activity that involves the identification and definition of weaknesses that a particular system faces. The identified vulnerability has to have the ability to be exploited by attackers to gain entry to, obtain data and, or even corrupt important data to the organization that owns the mentioned system. Therefore, in its entirety, a vulnerability assessment procedure seeks to ensure a continued security for the present system in place. 
On the other hand, a risk assessment procedure is a development to perform a continuous research to the different levels through which a system can tolerate a given exploit or vulnerability (Yildirim, 2017). The assessment identifies the possible scenarios that can possibly develop as a result of a successful exploitation by an attacker.  This is done through the projection of the expected attack using the currently existing system controls and features and determination of the resulting loss and impacts to the assets of the organization.
6. Steps of a Vulnerability Assessment
In an attempt to successfully identify the vulnerable aspects of a given system, steps that involve the identification of the assets to be assessed and information gathering are important to performing the vulnerability scan. As explained in detail below;
· The initial assessment step is responsible for gathering all the important assets to be included during the study. This ensures that all the important components of a particular organization are selected for the analysis since a security vulnerability can occur anywhere within an organization. 
· The second phase involves an in-depth collection of data about the system, the kind of information it handles and how the particular component of the system is supposed to interact with its environment. This plays an important role in ensuring that accessibility of information is limited to the intended users.
· The second last stage involves performing the actual vulnerability scan using a computerized software. This is supposed to be done using the most appropriate policy in a given scanning software. For instance, in cases of Information systems, advanced scans and firewall scans are key to identifying vulnerabilities. This step is followed by a documentation of the scan resulting and recommended protocols to be installed.
7. ASIS International and InfraGard
ASIS International and InfraGard organizations differ in their organizational structure and composition of partnerships. In its composition, InfraGard is comprised of private stakeholders in different industries that are a part of the nation’s critical infrastructure and the Federal Bureau of Investigation. ASIS international on the other hand is comprised of only security practitioners around the globe and the organization does not have a partnership with specific government agencies like in the case of InfraGard.
The similarity that exists between the two organizations is the nature of the activities the organizations are involved in. the two organizations promote the sharing of information and methodologies devised to secure critical infrastructure within the society. This is made possible through the diversified nature of the membership domain which ensures that each of the industries mentioned as an aspect in critical infrastructure is well represented.
The organizations also conduct training services to the general public, this improves the public awareness on the importance of security in today’s society.
8. National Infrastructure Protection Plan (NIPP)
The sole objective of the NIPP is to establish a protection mechanism that ensures that is responsible for ensuring the sustainability of critical infrastructure and resources in the US. This is accomplished through the establishment of specific requirements, goals and prioritized aspects that need to be considered in providing protection to critical infrastructures. 
The plan provides an outline of the specific responsibilities and actions that are to be performed by different stakeholders in the protection of critical infrastructure. The outline of such roles is carried out in a way that incorporates the agencies different protocols, jurisdictions and authoritative powers of the given government agencies (Homeland Security, 2009). Through this, the NIPP is able to merge together the contributions of the above-mentioned agencies to realize a common goal, to protect the important services of the United States.
The NIPP most importantly also acts as a coordination channel through which all stakeholder communication and partnerships are established. this plays a key role in ensuring that critical infrastructure is protected by both the government and the private sector.
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